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• A comparison or ranking of the  
different VMS’s on the market.  
That is something we can better help 
you with when you speak to one of  
our sales representatives.

• Advice on how to secure your  
premises. That is best done by a  
security professional.

• A list of the basic criteria that most  
 organizations should concern themselves 
 with when considering a VMS solution, 
 including:

1. Degree of security

2. Ease of use  
(initially and ongoing)

3. Cost

4. Speed

5. Image  
(How does the product make  
your organization look?)

• An examination of three fundamental  
 questions that organizations should  
 answer next:

 1. What do you want your VMS to do?

  • Identification

  • Tracking

  • Background

  • Record-keeping and Reporting

 2. What do you want your VMS to comprise?

  • Badges

   ° Generic vs. Customized

   ° Returnable vs. Disposable

   ° Reusable vs. Expiring

  • Information about each visit

  • Background checks

  • A record of each visit

 3. How do you want your visitors  
  to be processed?
  • By hand? (with a Manual system)  
   or
  • By computer? (with an Electronic system)

  • Pro’s and Con’s of both kinds of systems



INTRODUCTION

BASIC criteria

How do you know who is in your facility?
• Do you keep track of visitors?

• Do you require them to sign in when they arrive, or sign out when they depart?

• Do you require visitors to wear identification?

A good visitor management system, or VMS, helps you do all of these things. So, if identifying 
and keeping track of visitors is important to you, you should have a visitor management system.
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What follows are the five essential criteria 
that most organizations care about when  
researching a visitor management system.

1. Degree of security

A visitor management system is only part of the 
overall security equation. So it helps to consider 
what you want out of it in the context of your 
overall security strategy. For purposes of this 
paper, when we say “security,” we are referring 
to what’s known as “physical security,” which is 
concerned with protecting people and property 
within and around a building. (See illustration on 
page 13.) That said, a VMS can do only so much, 
but some systems do more than others.

Below are five main elements of physical security:

1. Deterrence 
 (warning signs, perimeter markings, lighting)

2. Obstruction 
 (walls, locked doors, fences)

3. Identification 
 (I.D./access cards, badges, other credentials)

4. Detection  
 (cameras, alarms, other forms of  
 surveillance – for people and things  
 coming in, as well as those going out)

5. Response 
 (by security guards and police)

Of these five elements, the third one is most 
concerned with the management of visitors,  
providing identification that is temporary,  
as well as that of more permanent occupants, 
like employees.

Identification also acts as a Deterrent (#1) 
and helps with Detection (#4), but in 
varying degrees of effectiveness. For example, 
identification cards that can unlock doors are 
more secure than adhesive badges that merely 
show a visitor’s name. Still, even requiring a  
name badge makes it harder for intruders to 
roam a facility unescorted (Deterrence).  
And a video camera can tell if a person is 
wearing approved identification (Detection). 
This is just one example of how these five 
elements of physical security overlap.  
(Here’s another: though security guards are 
noted under Response, they certainly aid in 
Deterrence as well.)
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2. Ease of Use
(initially and ongoing)

Generally, the ease of using a visitor 
management system is directly related to 
the Degree of Security it provides (see 
previous page). If you want your VMS to scan 
driver’s licenses and maintain a database of 
troublemakers, you would expect a longer 
and more complicated installation and training 
process than that of a simple sign-in book.

3. Cost

This is probably an unfair question, but 
what is security worth to you? So many 
organizations say they can’t afford a visitor 
management system. But, as soon as there is an 
incident, security becomes more of a priority 
and budget dollars are found. Then, things quiet 
down, and next year’s budget returns to pre-
incident levels.

In the scheme of things, visitor management is 
“soft” security. It likely won’t prevent an armed 
intruder from wreaking havoc. But it provides 
other benefits:

• Encouraging visitors to check in and out at 
the front office

• Allowing the front office to authorize visits 
(and to refuse them)

• Helping staff to identify and assist strangers in 
the halls

• Knowing who is in the building at all times

• Keeping a record of who visited whom,  
and when

• Assuring building occupants that a security 
procedure is in place

It’s hard to know how much security is enough. 
But visitor management is among the most 
affordable, easiest, and quickest ways to improve 
your security.

4. Speed

As you probably already know, there needs 
to be a balance of the various criteria you are 
considering for your VMS. Speed is a good 
example. How quickly do you need to be 
able to sign visitors in to your facility? Do you 
entertain a lot of visitors and vendors every 
day? If so, how do you register everyone 
completely without creating a long line 
of people at the front desk waiting to 
be processed? Fortunately, there are ways 
to sign in your guests, with either a manual or 
electronic solution, that are both thorough  
and quick.

5. Image 
(How does the product make your  
organization look?)

Your answer to this question might be,  
“Who cares, as long as we’re secure?”

There are two aspects of “Image” as a criterion 
when considering visitor management solutions:

a. Does the product literally “look good”?

b. Does the product convey the appearance of 
 added security?

Most visitor management systems include a 
visitor badge of some kind. These range from 
a plain, generic badge that just says “visitor,” 
to a custom-printed badge with the facility’s 
logo and a color photo of the visitor. Custom-
printed badges that contain a name and logo 
help to promote an organization’s “brand.” 
More important, from a security standpoint, 
they make it harder for intruders to falsify their 
identification. So employees, when they see a 
stranger wearing a custom visitor badge, can 
more safely assume that person has permission 
to be in the building.



1. What do you want your visitor  
 management system to DO?
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The answer sounds obvious, doesn’t it? You want your visitor management system to manage your 
visitors. But not all visitor management systems perform the same tasks, so it’s worth thinking about 
what those tasks are and if they are important to you. 

Identification
Do you know everybody at work? If you do, you can tell the employees from the visitors. If you don’t, 
a stranger you encounter could be anybody. Either way, if they aren’t wearing a badge, you may wonder 
who they are and what they are doing there.

The table below lays out eight scenarios where you encounter a stranger at work. Who you think the 
stranger is depends on two basic things: (1) what your organization’s badge policy is and (2) whether or 
not the stranger is actually wearing a badge.

As you can see, the less an organization relies on identifying its building’s occupants, the 
more mystery there is about their identity. At best, not identifying visitors arouses employees’ 
curiosity and, at worst, leaves people and property exposed to potential harm.

A good visitor management system, in conjunction with the policies it supports, should be able to tell 
you who has permission to be in your facility, as well as who does not.

If your badge policy is this:
AND you see a stranger  
wearing a badge …

OR you see a stranger  
NOT wearing a badge …

1. Employees and visitors  
 both wear badges.

The stranger is either an  
employee you don’t know or 
an authorized visitor.

The stranger could be  
anybody, but more likely is  
an unauthorized visitor.

2. Employees wear badges,  
 but visitors don’t.

The stranger is probably an  
employee you don’t know, 
though possibly a visitor  
wearing a stolen badge.

The stranger could be an 
unfamiliar employee who is not 
wearing a badge, but more  
likely is a visitor (and you can’t 
tell if he has been authorized).

3. Visitors wear badges,  
 but employees don’t.

The stranger is most likely an  
authorized visitor.

The stranger could be an  
unfamiliar employee or an  
unauthorized visitor.

4. Neither employees 
 nor visitors wear badges.

The stranger is coming from a 
more secure facility or is in the 
wrong building.

The stranger could be an 
unfamiliar employee or a visitor 
(and you can’t tell if he has 
been authorized).

(THREE QUESTIONS TO ASK YOURSELF)
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Tracking
Whether you work in a school, a hospital, a 
business, or a government or non-profit agency, 
the occupants of your building fall into four 
distinct categories:

1. People who are there full time and 
 permanently
 • Employees, students, and patients, clients, 
  or residents (such as in an assisted-living 
  facility)

2. People who are there full time and 
 temporarily
 • Contractors, temporary help,  
  substitute teachers

3. People who are there part time  
 and frequently
 • Vendors, volunteers

4. People who are there infrequently or  
 just once
 • Visitors (including family members and 
  clergy), students on a field trip

The first category above falls out of the scope 
of most visitor management systems. But it is 
good policy to know, at all times, which of 
these people are in your building and, better yet, 
where these people are in your building. In an 
emergency evacuation, everyone needs to be 
accounted for.

Background
The more sophisticated your visitor 
management system and policy are, the better 
you can verify that a visitor is who he says he 
is. Asking him to produce some government-
issued identification, like a driver’s license, is a 
good start. But some organizations – especially 
those, like schools, with vulnerable occupants – 
require more information about their visitors. 
This can be accessed through online databases, 
as well as from an audit trail maintained by your 
own computerized VMS.

Record-keeping and 
Reporting
While a VMS’s tracking capability let’s you know 
who is (or isn’t) in your facility now, its record-
keeping and reporting function should tell you 
who was in your facility, as well as when, how 
often, and who they visited. This helps complete 
a visitor’s background (was there any trouble 
last time?) and provide evidence for liability or 
confidentiality issues. For schools and hospitals,  
a “watch list” can help identify potential 
custodial issues.

How do you 
know who is in 
your facility?



2. What do you want your visitor  
 management system to COMPRISE?
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Just as different visitor management systems 
perform different functions, they also, 
understandably, comprise different components, 
depending on your needs and preferences. The 
components listed below align with the tasks 
described in the previous section.

Badges
See “Identification” in the previous section. It is 
not only important to consider whether to 
have badges as part of your security process, 
but also how secure they ought to be. For 
example, there are badges that ...

• Are generic vs. those that are customized

 ° The more distinctive you make your 
badges, the harder they are to copy. Adding 
your organization’s name, logo, and colors 
makes them your own.

• Have to be returned vs. those that can  
 be thrown away

 ° You can buy a bunch of plastic or 
cardboard badges that just say “visitor” 
on them, hand them out at the 
front desk, and require that they 
be returned when visitors leave. 
These badges would be worn 
with a clip or a lanyard. If visitors 
forget to return their badges, you 
eventually have to replenish your 
supply. Disposable badges are 

cheaper to replace. Either way, every time a 
badge leaves your facility, there’s the risk it 
may be reused by someone with dishonest 
intentions.

• Can be reused vs. can’t be reused

 ° A badge’s “reusability” is not the same as its 
“disposability,” discussed above. A discarded 
badge can always be retrieved from a trash 
container or picked up off the ground 
outside and reused.

 ° Even if you customize a badge to its wearer, 
by adding a name, a date, or a photo, it 
still looks the same as your other badges 
from a distance. Unless a reused badge is 
inspected up close, it could let an intruder 
pass for an authorized visitor.

 ° Badges that expire visibly cannot be 
reused as easily. By expire, we mean it 
changes color over time so that, even 
from a distance, you can tell the wearer 
should, at the very least, be stopped and 
questioned.

(THREE QUESTIONS TO ASK YOURSELF)
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Information about the visit
In addition to the style of badge used, there is 
all kinds of information to put on the badge, 
which then becomes part of your record of the 
visit, including:

• Visitor’s name and organization

• Date and time of arrival

• Person and place being visited,  
 and purpose of visit

• Visitor’s photo

• Behavior/confidentiality agreement and/or 
 waiver of liability (signed by the visitor)

• Time of departure

Also: a way to do Background Checks and a 
Record of each visit, which are discussed in  
the previous section (page 7)

Manual visitor management systems (see next page) provide  
an easy, low-cost way for you to identify and track your visitors.



3. How do you want your visitors  
 to be processed?
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Now that you have thought about what you want your visitor management system to do and to 
comprise, we hope you are better able to decide if you want a manual system (handwritten, using 
pen and paper) or an electronic system (using a computer of some kind). Both kinds of systems have 
their advantages and disadvantages, generally speaking. The lists of “pro’s” and “con’s” that follow are not 
absolute, and you may find systems that offer exceptions to the drawbacks we mention.

MANUAL Visitor Management Systems –  
Pro’s and Con’s
A manual visitor management system usually 
consists of a log book, which the visitor fills out, 
that provides a record of the visitor’s stay, including 
such details as name, company (when appropriate), 
the date, time in, time out, and destination (a 
person, floor, or room number). Often a visitor’s 
badge is used, in addition to (and sometimes 
instead of) the log book. Many manual visitor 
badges are custom-printed to include an imprint of 
the facility’s logo and name. Some types of badges 
have “time-expiring” technology, which means the 
badges change color overnight to prevent visitors 
from reusing them the next day.

PRO’s of having a MANUAL 
visitor management system
• Low cost: A manual visitor management 

system is much less expensive than an 
electronic one. There is no equipment to buy 
beyond a log book and/or sheet (or roll) of 
badges. There are no software licensing fees 
or additional system components to purchase, 
either.

• Minimal training: Since most visitor sign-in 
sheets are self-explanatory, your staff would 
likely require little time to understand them 
and to facilitate their use by visitors.

• Little or no overhead (pen, writing surface): 
A manual sign-in book takes up little space 
on a counter or desk and requires no power 
source.

• Evacuation register/fire list (if legible and 
visitors sign out): The manual visitor sign-
in book can be grabbed quickly during an 
emergency evacuation. This lets you know the 
names of all non-employees in your facility, and 
that information can be passed along to Fire/
Police personnel, if need be.

CON’s of having a MANUAL 
visitor management system
• Illegibility of handwriting: If a visitor 

writes quickly or sloppily, the badge and/or 
log book may be difficult to read, which could 
compromise security during the visit, as well as 
your records for future reference.

• Most log books are not confidential: 
Many types of visitor log books don’t contain a 
privacy feature. If this is the case, once a visitor 
signs in, all visitors who follow can see who else 
has visited, where they’re from, who they’re 
visiting, and even why.

(THREE QUESTIONS TO ASK YOURSELF)
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• Time-consuming sign-in process 
(especially if a separate badge and log book 
are used): Many manual sign-in systems offer 
either a visitor badge, with no record, or a log 
book, with no badge. If you use both, the time 
it takes a visitor to fill out his information 
twice could create a long line at the front 
desk and much inconvenience.

• Visitors’ credentials/background 
must be verified manually, if at all: 
Asking visitors to show a government-issued 
identification card provides some assurance 

they are who they say they are, but that is all. 
With no database to check it against, you can 
only hope their record is clean.

• No photo on badge, making verification of 
identity difficult and badges interchangeable: 
Since manual sign-in systems can’t add a 
photo to the visitor badge, employees who 
encounter visitors away from your lobby have 
no way to verify their identity. This is a good 
reason to require visitors to have escorts.

ELECTRONIC Visitor Management Systems –  
Pro’s and Con’s

Signing in visitors by hand works fine for many 
organizations, but others would rather sign in 
their visitors by computer, which can save time 
at the front desk. This method typically provides 
an I.D. badge, often with a photograph, as well 
as a record of the visit that becomes part of the 
organization’s database, which can be easily sorted, 
analyzed, and retrieved. Optional card readers and 
scanners speed up the process even further. Many 
computerized visitor management systems are 
costly and/or complicated, and often include lots of 
features that users don’t always need.

PRO’s of having an 
ELECTRONIC visitor 
management system
• Accuracy: Visitor information is recorded 

more uniformly and correctly when using a 
computerized VMS, especially when a driver’s 
license reader or business card scanner is used 
to record the information, versus having it typed 
in by hand.

• Data Storage, Tracking, and Reporting: 
Visitor information stored in a computer database, 
internal or external, allows you to search, sort, 
analyze, and retrieve data, helping you to keep 
track of current visitors and spot trends.

• Speed of processing visitors: Productivity 
can be improved with an electronic visitor 
management system. If a visitor isn’t already in 
your database, a quick scan of a driver’s license or 
business card is all it takes to capture most key 
information about a visit. Then just print a badge 
with a click of the mouse.

• Pre-registration of visitors: If you know a 
particular visitor or group of visitors is coming 
in for a meeting, their information can be added 
to the system ahead of time. This process allows 
visitors to sign in more quickly, reducing lines in 
your lobby.

• Enhance company image: A speedy, 
streamlined visitor sign-in process shows that 
your organization is serious about security 
and saving the valuable time of its visitors. A 
computerized VMS can easily print a badge 
(sometimes in color, depending on the printer 
being used) that is clean, easily read, and projects 
professionalism.

• Photo identification: Use a camera or driver’s 
license scanner to capture visitors’ photos. This 
helps verify their identity during their visit and 
while investigating security breaches, such as 
by comparing visitors’ images with surveillance 
videos.
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• Emergency response: Visitor reports can 
be printed quickly and passed to Fire/Police 
personnel so they have a list of all non-
employees who may still be in the building.

CON’s of having an 
ELECTRONIC visitor 
management system
• High cost: Depending on their 

sophistication, electronic visitor management 
systems can cost thousands of dollars. This 
includes hardware, software (initial and 
license renewal fees), installation, networking, 
training, and support.

• Training of reception staff and security 
personnel: Unlike a manual sign-in book, a 
computerized VMS takes time to learn and 
troubleshoot.

• More pieces to malfunction (hardware, 
software): Any component of an electronic 
visitor management system can malfunction. 
Plus, your VMS must be able to work with, 
or independently of, your own computer 
network and/or internet connection. And 
there are always power outages to deal with.

• Possible need for technical support: If 
you don’t have anyone in your office who can 
fix a VMS issue, you’ll need to contact your 
vendor’s customer support department.

• Visitor’s information privacy/security 
in question: The more information that is 
captured about visitors, the more they need 
assurances their data is protected and not 
wrongfully used.

Electronic visitor management systems add a layer of sophistication,  
and complexity, to your security procedure.



13

This pyramid represents the various layers 
of security that organizations implement. 

The higher up the pyramid you go,  
the more sophisticated the layer and, 

generally, the fewer organizations  
that tend to use that layer.

Summary

In essence, your guide to purchasing a visitor management system is a series of questions:

• How secure does it need to be? What does it need to be able to do?

• How simple can it be? What should it comprise?

• How expensive does it have to be? How do I want my visitors to be processed?

Layers of Security 
(in descending order –  
from most secure, complex,  
and expensive to least secure, 
simplest, and cheapest)

PEOPLE
(dedicated

security personnel)
Military

LocaI PoIice
Private Guards
Staff Guides

TECHNOLOGY
Access Control

Monitoring Equipment/Systems/Services
Outdoor Perimeter Protection
Entry/Exit Screening Systems

Alarms
Detection Controls/Devices

Locks/Safes/Hardware
I.D. Systems and Supplies

Electronic VMS with Expiring Badges
Electronic VMS

Sign-In and Badging Book with Expiring Badges
Sign-In and Badging Book

Badges
Sign-In Book

SYSTEMS, POLICIES, and PROCEDURES
(What staff members ought to know and do)

NOTHING
(Staff and visitors come and go freely)


